


Preface

This document describes how to manage the 11S Audit Log by N-Reporter. The first part introduces
how to install IIS 6 in Wondows 2003 and I1I1S 7 in Windows 2008. The second part introduces the
configuration of NXLOG and send the syslog to the N-Reporter.
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1. Set up IIS 6 on Windows 2003

1.1 Set up IIS 6 Server

1. Logon the IIS Server by administrator. Click [Start / All Programs / Administrative Tools / Internet

Information Services (11S) Manager].
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2. Right click [IIS server (local computer)]. Click [Properties] and check [Encode Web logs in UTF-8].
Click [OK].
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Remark: The version 3.1.35 (or later) of N-Reporter supports BIG5 and GB2312. If this setting

does not checked [Encode Web logs in UTF-8], IIS Server will store web logs and send syslog

message by BIG5 encode by default. So when adding devices on IIS server, please select BIG5

encode.



3. Click the [ Local Computer / Web Sites]. Right click the web site “sitel” as an example in this

article for audit purpose, then click [Properties].
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4. Click [Web Site] tab. Please enter “80" on TCP port and “443" on SSL port. Check [Enable

HTTP Keep-Alives] and [Enable logging]. Click ¥ mark, choose [ W3C Extended Log File

Format | from the menu. Click [Properties].
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Click [General] tab, check [Hourly], check [User local time for file naming and rollover], click

[Browse] to select the log path. The default path on Windows 2003 is

C:\WINDOWS\system32\LogFiles". The log of the web site
File Format] is saved in the folder “W3SVCs$var” .

“sitel” that [ W3C Extended Log

“$var” is a dependent variable and it will be

different depend on the different web. The format of file name is exyymmddhh.log.

For example, the log file name is “W3SVC477399155" . Make sure the log path is

C:\WINDOWS\system32\LogFiles\W3SVC477399155 when setting up Syslogagent.
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Remark : When installing more than one Web site, please repeat step 3 to step 5 and save

web log for each file and name it as W3SVC$var.



6. Click [ Advanced ] tag. Check Data(date), Time(time), Client IP Address(c-ip), User

Name(cs-username), Server Name(s-computername), Server IP Address(s-ip), Server
Port(s-port), Method(cs-method), URL Stem(cs-uri-stem), URL query(cs-uri-query), Protocol
Status(sc-status), Bytes Sent(sc-bytes), Bytes Received(cs-bytes), Time Taken(time-taken) and
User Agent(cs(User-Agent)). Click [OK] to finish.
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7. Check if the log was written into a file. Open browser, goto “sitel” (for example here,

192.168.1.104) for few minutes, then open the log file to see if there are records here.
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2 Set lIS7 on Windows 2008
2.1 Set IIS 7 Server

1. Logon the lIS Server by system administrator. click [Start] — [ All Programs] — [ Administrative] —

[Internet Information Services (IIS) Manager].
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2. Set up Server Logging Options. Double click [IIS Server] to setup the Logging, for this example is
WIN-Q4KQH6VKIIU. Double click on [Logging].
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3. Select "Site” from the pull down menu of [ One log file per:]. Choose [W3C]. Click [Select
Fields].
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4. Check Date (date) * Time (time) -~ Client IP Address (c-ip) * User name(cs_username) - Server
name (s-computername) * Server IP Address (s-ip) - Server Port(s-port) + Method (cs-method) -
URI Stem(cs-uri-stem) ~ URI Query (cs-uri-query) - Protocol Status (sc-status) * Bytes Sent
(sc-bytes) - Bytes Received (cs-bytes) - Time Taken (time-taken) ~ User Agent ( cs(User-Agent) )
of [W3C Logging Fields]. Press [OK].

[w] Date {date )

[w] Time { time }

[w Client IP Address { cHp )

[w] User Mame { cs-username )

[] Service Mame { s-sitename )

[ Server Mame ( s-computername )
[w| Server IP Address (s4p )

[w| Server Port ( s-part )

[w] Method { cs-method )

[w| URI Stem { cs-uri-stem )

[w] URI Query { cs-uri-query )

[ Protocol Status { sc-status )

[] Protocol Substatus ( sc-substatus )
[ Win32 Status  sc-win32-status )
[w] Bytes Sent { sc-bytes )

[w| Bytes Received ( cs-bytes )
[w] Time Taken ( time-taken )

[7] Protocol Version { cs-version )
[] Host { cs-host )

7] User Agent ( cs(User-Agent) )
[ Cookie { cs{Cookie) )

[ Referer { cs(Referer) )
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5. Choose the logging path by click on [Browse]. The default path is

%SystemDrive%)\inetpub\logs\LogFiles in Windows 2008. Choose language code [UTF-8], then
select [Schedule] with pull down entry [Hourly]. Check [Use local time for file naming and rollover],

press [Apply] to finish Server Logging Options.
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é:' Application Pools One log file per: Disable
M- & Sites ISibE ﬂ View Log Files...
'@' Help
Log File Online Help
Format:
Jwsc =] Select Fields |
Directory:
I‘}‘uSystemDri\re %\inetpubYogs\LogFiles Browse...
%ncoding:
= 5]
Log File Rollover i
Select the method that 1IS uses to create a new log file.
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' Maximum file size {in bytes):
' Do not create new log file
| ¥ Use local time for file naming and rollover
P I I » E Features View |y \_ Content View
Configuration: localhost’ applicationHost. config ﬁ_—j_:g

Remark: The version 3.1.35 (or later) of N-Reporter supports BIG5 and GB2312. If it is BIG5
encode in the setting, IIS Server will store web logs and send syslog message by BIG5 encode.

So when adding devices on IIS server, please select BIG5 encode.
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6. Set up the Logging Options for each individual site, start by double click [Sites / sitel]. For

example to set the logging options of “sitel” . Double click [Logging].
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7. Choose [W3C]. Click [Select Fields].
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E--ej WIN-QAKGHEVKIIU (WIN-Q4KO) Use this feature to configure how I1S logs requests on the Web server, :
Appilication Poals 0One log file per: Dt
Sites S = View Log Files. ..
% Default Web Site o
- ® Help
2 site 1 i B
Log File Online Help
Format:
|W3C ;m Select Fields "
Directory:
I%Sy'sbemDrive linetpublogs\LogFiles Browse... |
Encoding:
IUTF-S -
Log File Rollover
Select the method that 115 uses to create a new log file.
@ Schedule:
IHourly -
' Maximum file size (in bytes):
" Do not create new log filles
¥ Use local time for flle naming and rollover
J | ] ] e
Configuration: localhost’ applicationHost.config , <location path="site 1"> aﬂ:g
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8. Check Date (date) * Time (time) - Client IP Address (c-ip) * User name(cs_username) -~ Server
name (s-computername) * Server |IP Address (s-ip) -~ Server Port(s-port) + Method (cs-method) -
URI Stem(cs-uri-stem) ~ URI Query (cs-uri-query) - Protocol Status (sc-status) ~ Bytes Sent
(sc-bytes) * Bytes Received (cs-bytes) - Time Taken (time-taken) * User Agent ( cs(User-Agent) )
of the [W3C Logging Fields]. Press [OK] to finish Site Logging Options.

9. Choose the logging path by click on [Browse]. The default path is
%SystemDrive%)\inetpub\logs\LogFiles in Windows 2008. Select [Schedule] with pull down entry

[ Hourly ]. = Select [ Use local time for file naming and rollover ], press [Apply] to finish the setup for

" H n
sitel” .
"«'Elnternet Information Services (IIS) Manager Ol x|
@ &S [ €3 » WIN-QaKQHEVKTIU ] @ o @ -
File  View Help
I o oo Actons
LRl | | 5 3 ) Apply
-3 Start Page (5% Cancel
Eﬂaj WIN-QHKCHEVKIIL (WIN-QKO Use this feature to configure how IIS logs requests on the Web server, = Tance
i~} Application Pools One log file per: -
-] Sites I - View Log Files...
= Site =
'@' Help
Log File Online Help
Format:
Jwsc =1 Select Fields |
Directory:
I%SyshemDrive %\inetpubYogs\LogFiles Browse... |
Encoding:
= 5]
Log File Rollover i
Select the method that 1IS uses to create a new log file.
% Schedule:
IHourIy j
" Maximum file size (in bytes):
' Do not create new log file
| ¥ Use local time for file naming and rollover
P I I » E Features View |y \_ Content View

Configuration: localhost’ applicationHost. config G_—j_:g

Remark : When installing more than one Web site, please repeat step 6 to step 9 for each web

site.
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10. Site logging file directory is W3SVC$var as its format for multiple sites in IIS Server, where $var is

variable. After all, please confirm the proper site logging file directory setup of sitel.

IP address of sitel is 192.168.2.84:80. Browse sitel.

*E Internet Information Services (IIS) Manager
@,; Y [ G| b WIN-QHKQHEVKIIU b Sites »

File View Help

(Comnections
@ il e

=0l
f @ -

I

@ Addweb site...

Q?gg Sites

& Start Page
E---ﬁj WIN-QHQHEVKIIU (WIN-Q4HOQ
o[} Application Pools
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-4 Default Web Site
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Go - % Show Al | Group by: |No Grouping <

MName =~

[0

| status | Binding | patr

ﬁDEfﬁult Web Site
P i

1
Z

Stopped (h... =80 (http),808: = (net. tep), * (net.pi...
Started (http) 192.168.2

Set Web Site Defaults. ..

Edit Site
Bindings. ..
D Basic Settings...

-4 site 1

2 Explore
Edit Permissions. ..
K Remove

Rename

View Applications
View Virtual Directories

Manage Web Site ~
< Restart
P Start
B Stop
Browse Web Site

Browse 192,168, 2.84:8080 (http)
Advanced Settings...
Configure
Limits. ..

'@' Help

Online Help

4] |

Ready =

Check the log of W3SVC1land W3SVC2. The log path of "sitel"is
C:\inetpub\logs\LogFiles\W3SVC2.

To check if the log is enabled, view the log file after several minutes once access the site
1"

“site

o ex15112615 - £35%
EEF EEE SR RV HEE
¥Software: Hicrozoft Internet Information Services 7.0

#ersion: 1.0
#Date: 2015-11-26 07:03:16

#Fields: date time g-computername @-ip ce-method cs-uri-sten ce-uri-query s-port cs-username c-ip sc-gtatug sc-bytes ca-byvtes time-taken
2015-11-26 07:03:16 WIN2KSIIS 172.22.0.79 GET / - 443 - 172.22.0.166 403 1317 266 930

1

=10l x]

i

H

14



3 Setup NXLOG

1. Logon the IIS Server by Administrator.
2. Download NXLOG :

Download T nxlog-ce-x.x.x.msia .

Install NXLOG : Install the NXLOG by double click on the file Tnxlog-ce-x.x.x.msi s ro install
NXLOG.
Remark : NXLOG install at ”C:\Program Files\nxlog\conf\nxlog.conf” in 32 Bit OS.
NXlog install at ”C:\Program Files (x86)\nxlog\conf\nxlog.conf” in 64 Bit OS.
NXLOG Configuration :
(1) Download 1IS NXLOG config file: nxlog_iis.conf :
Go to URL: http://www.npartnertech.com/download/tech/nxlog_iis.conf
Edit NXLOG configuration file "“C:\Program Files (x86)\nxlog\conf\nxlog.conf” . Paste

nxlog_iis.conf over nxlog.conf.

Moduledir %ROOT%\modules
CacheDir %ROOT%\data
Pidfile %ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data
LogFile %RO0T%\data\nxlog.log
<Extension syslog>
Module xm_syslog
</Extension>
define [IS_SITE1 C:\inetpub\logs\LogFiles\W3SVC1
<Input in_iis_site1>

Module im_file

File '%IIS_SITE1%\u_ex*.log'
SavePos TRUE
</Input>

<Output out_iis>
Module  om_udp
Host
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [info] " + $raw_event ;
Exec to_syslog_bsd();
</Output>
<Route iis>

Path in_iis_sitel => out_iis

</Route>



http://sourceforge.net/projects/nxlog-ce/files/
http://www.npartnertech.com/download/tech/nxlog_iis.conf

a. Fillin a proper installation path of NXLOG in the green portion.
For example “define ROOT C:\Program Files (x86)\nxlog” for 64 Bit OS.

b. For yellow portion "define [1IS_SITE1 $dir". Where $dir is the log path of IS Server.
For example “C:\inetpub\logs\LogFiles\W3SVC2"

c. Forred portion "Host $N_Reporter_IP", please fill in the IP address of the N-Reporter.
For example, 192.168.2.3.

d. Inthis example, the language code is UTF-8. The log file format is u_ex*.log. Therefore the
pathis “ File '%IIS SITE1%\u ex*.log" - For BIG5 or GB2312 encode, the log file format
is ex*.log. Therefore the pathis “ File '%IIS_SITE1%\ex*.log"”

For example :

E C:\Program Files (x86)\nxlog\conf\nxlog.conf - Notepad++ [Admi
File Edit Search View Encoding Language GSettings Macro Run  Plugins Window 7

JOHE s L EBlsmmoe [ ntk £ s B2

r nxlog was installed into,

a\nxlog.log

log

define II i inetpubi\logsilogFile
<Input in_:
Module

length : 4771 lines : 109 lm:36 Col:25 Sel:0]0 |Dos‘|,\".|'indov\'s UTF-8 NS~ 2

e. If there are multiple sites in 1IS Server, please remove the remark “#" for line 27 to 33. And
remove the remark “#" forline 44 to set” Path in_iis_sitel,in_iis_site2 => out_iis” . Send

out the log of these two site by syslog format.
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(2) Enable NXLOG :

a. [Start]—[ All Programs]—[Accessories]. Right click [Command Prompt], click [ Run as
administrator].

Command line :

net stop nxlog

net start nxlog
b. [Start] — [All Programs]—[ Administrative Tools]—[Services]. Right click [nxlog], click [Start]

or [Restart].

(3) Check NXLOG function :
Check the log file of NXLOG. The path is “ C:\Program Files (x86)\nxlog\data\nxlog.log” .

If there is no error message here, it means NXLOG run without problem.

EC:\Prngranl Files (x86)\nxlog\data\nxlog.log - Notepad++ [Ad i<
File Edit Search Wwiew Encoding Language Settings Maco | Run Plugins Window 7

cHEHE - 2Rk ak| 2= B2

length : 11565 lines: 155ln: 1 Col: 1 Sel:0|0 DosYWindows UTF-8 IMS -
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